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(54) Improvements to control system for network servers 



(57) A data transfer network Is provided which com- 
prises a TFTP server connected to transfer data to a 
series of client apparatus connected to the network. 
When data is to be transfe^ed, one of the clients is des- 
ignated the master client and the speed of requests for 
data from the master client determines the rate of trans- 
fer of the data to all of the clients. The rate of transfer of 
data to each client, when elected as the master client, 
is monitored and compared with predetermined transfer 



rates. If from the comparison It is identified that the 
transfer rates is longer than that which is required, the 
TFTP sender elects another client which Is available as 
master client. In the event that one of the clients is dis- 
abled and cannot act as a master client to receive data, 
this is identified by the TFTP sorvor by monitoring net- 
work managemenl messages which idonlify Hit; disable- 
ment or unavailability of the client. If a client is identified 
as being unavailable or disabled, the TFTP server does 
not attempt to elect the client as master client. 




EP 1 134 950 A2 



Description 

[0001 ] The invention to which this application relates 
is to improvements in the operation ot a server known 
as a multicast Trivial File Transfer Protocol (TFTP) serv- 
er which is provided In connection with a nelworl< of cli- 
ent apparatus. The server is provided to transmit and 
transfer data to the client apparatus. 
[0002] The use of TFTP servers is relatively well 
known and one area in which the same is used is to pro- 
vide infonnation to a communications network which in- 
cludes a number of client apparatus in the form of broad - 
cast data receivers This form of apparatus is provided 
in premises in increasing numbers and includes a 
means for receiving digital data which has been trans- 
mitted from a remote location such as by a television 
broadcaster and carried via any of cable, satellite or ter- 
restrial transmission systems. When received the 
broadcast data receivers, decode the data and process 
the same to allow the generation of video, audio and/or 
text data for display, typically via a television set. The 
broadcast data receiving apparatus can be connected 
to the television set or may be provided as an integral 
part of the same. Each of the broadcast data receiver is 
provided with further communication means which allow 
the transfer of data to and from the same, and are pro- 
vided as part of a networking communication with the 
TFTP server which can provide updated images or in- 
formation data at inten^als to all of the receivers on the 
network. 

[0003] There are however known problems with this 
type of system as follows. One problem Is that when 
multiple receivers, hereinafter referred to as clients, are 
required to receive the data from TFTP server, one of 
the clients is identified as the master client by the server. 
The rate of data transfer is then controlled by the speed 
at which the master client requests, receives and ac- 
knowledges receipt of the data and the other clients in 
the network will then receive the data in accordance with 
the Transfer rate between the master client and the serv- 
er. This means that if the master client is slow in request- 
ing the data, for whatever reason, then the other clients 
will also be adversely affected by the decreased tnansfer 
rate. 

[0004] A further problem is that if a client apparatus 
which is part of ttie network is rendered inactive and then 
restarted such as, for example, if the client is rebooted, 
inten-upted or crashes, during the transfer of data from 
the TFTP server and it is not the master client, there Is 
a possibility that there will be a period of time during 
which the serverwill attemptto Infomi the said clientthat 
it is now the master client. Although the server may have 
a predesignated time out period after which it will cease 
to attempt to make the client the master client, there is 
inevitably a delay during which none ot the clients in- 
volved in the transfer of data can progress, 
[0005] The aims ot the present invention are to pro- 
vide improvements to the TFTP network and the oper- 



ation of the same which allow for the more efficient and 
faster transfer of data where possible and also attempt 
to avoid unnecessary delays in the transfer of data. 
[0006] In a first aspect of the invention there is provid- 

5 ed a data transfer network comprising a TFTP sen/er 
connected lo transfer data to a series ol client apparatus 
connected lo the network and when data is to be trans- 
ferred, one of the clients is designated the master client 
and the speed of requests for data from said master cli- 
ent determines the rate of transfer of the data to all of 
the clients and wherein the rate of transfer of data to 
each client when elected the master client, is monitored 
and compared with a predetermined data transfer rate 
and If from the comparison it is identified that the transfer 

'5 rate is longer than the predetennined transfer rate, the 
TFTP server elects another client which is available as 

[0007] By electing the client as master client which 
has shown the fastest rate of transfer so the server can 
20 ensure that the data which flows to all of the clients In 
the network will do so at the fastest possible rate. 
[0008] In one embodiment the predetermined transfer 
rate is preset as an optimal time for the transfer of a 
certain amount of data and the master client is moni- 
es tored for a set period of lime. 

[0009] In an alternative embodiment the transfer rate 
for each of the clients, when elected as master client, is 
recorded over a period of time and a database con- 
structed of the transfer rates for each client and from 
30 whichdatabasetheserverwill attempt on each occasion 
to elect as master client that client which shows the fast- 
est transfer rate and In ascending order until an availa- 
ble client is found. Typically this database can be updat- 
ed on each occasion when a client Is selected as master 
35 client. 

[0010] In afurtheraspectoftheinventlonthereispro- 
vided a data transfer networi< comprising a TFTP server 
connected to transfer data to a series of client apparatus 
connected to the network and when data is to be trans 

'to forred one of the clients is designated as the master cli- 
ent and the speed of requests for data from said master 
client detemiines the rate of transfer of the data to all of 
the clients and wherein if one or more of the clients is 
disabled and cannot act as a master client to receive 

■♦5 data this is identified by the TFTP server by monitoring 
network management messages which identify the dis- 
ablement or unavailability of the client and whereupon 
the TFTP server does not attempt to elect the said client 
as master client. 

50 [0011] In one embodiment the network includes a se- 
ries of clients in the form of or including Internet Control 
Message Protocol (ICMP) servers and monitors the op- 
eration of the same to identify those client whteh are un- 
available or disabled and, until it identifies that the said 

55 client is live once more, will not attempt to elect that cli- 
ent as the master client. 

[0012] Thus, by monitoring the low level network man- 
agement messages on the network so an attempt to 
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elect disabled clients as master clients can be avoided 
and the hence the same is prevented from causing a 
delay during which the data transfer is prevented from 
mal<ing progress. 

[0013] Specific embodiments of the invention wili now 
be described with reference to the accompanying dia- 
gram Figure 1 which illuslrales in schematic fashion an 
embodiment of server and client networl< to which this 
Invention relates. Although referred to hereonin as "cli- 
ents" the invention has particular uses with respect to a 
network comprising a server which allows the transmis 
sion of data for updating, changing or otherwise amend 
ing the operation of a series of clients in the form of 
broadcast data receivers connected to a networl< and 
hence in turn to the server. Typically each broadcast da- 
ta receiver Is located In a different premises of a sub- 
scrlberto a television system and the server is controlled 
and operated by the service provider and the data is 
transferred via a communications link to which each of 
the broadcast data receivers is connected. 
[0014] In the first embodiment, the TFTP seiver pro- 
tocol (RFC1350, RFC2090) used forthe system is a lock 
step protocol. The data which is transmitted by theserv- 
er Is transmitted al a rate which Is as fast as the client 
which has been elected the master client acknowledges 
receipt of data and then req uests the transfer of the next 
block or packets of data. The master client needs to 
process incoming data blocks and send Its request for 
the next block as fast as possible in order to sustain a 
high data transfer rate. The rest of the clients act as 
slaves, simply accepting data transmitted via the net- 
wori< as it arrives, without the need to request further 
data. Thus if the master client is slow in any part of the 
data transfer procedure, orthe network is losing packets 
and the server is required to retransmit data blocks, then 
all of the other clients suffer from the slowing down of 
the transfer too. 

[0015] In accordance with the invention, if the server 
monitors the data transfer rate over a reasonable sam- 
ple period such as 5 seconds and detGrmmes, cither 
through configuration or knowledge of the network to- 
pology, that the rate is less than a predetemiined data 
transfer rate. It deposes the master client and elects a 
new client as master client. 

[0016] Thus, the newly elected master client is then 
checked against the predetermined data transfer rate 
and if it is acceptable and hence able to receive and re- 
spond to the data pacl<ets in a faster manner, the data 
transfer rate Is quicker to all of the clients in the network. 
[001 7] It may also be the case that the previous mas- 
ter client which was too slow is now capable of receiving 
the data at the same speed as the other clients as the 
previous problems of lacl< of speed was caused by its 
inability to transmit the acknowledgements quickly 
enough and/or request new data quickly enough. As it 
no longer needs to do this as it is no longer the master 
client so the actual receipt of the data can be at the in- 
creased speed. 



[0018] A specific example is now provided with refer- 
ence to the accompanying diagram. A TFTP server si 
is connected to a network of clients rl-rio, such as 
broadcast data receivers, each receiver located in a dif- 

5 ferent premises and connected to the server which is 
located at a remote location, via a communications link, 
such as a telecommunications linl^, 
[0019] The servers! is configured to select one of the 
clients as a master client with the master client commu- 

10 nicating with the senior to acknowledge the receipt of 
data and request the next portion of data . The remainder 
of the clients then act as slaves to the master client, re- 
ceiving the data at the speed set by the transfer rate 
between the master client and the server. 

15 [0020] The server Is set to check the data transfer rate 
with the master client at certain time periods, say 5 sec- 
onds, and compare the actual data transfer rate with a 
required predetemtined rate of 50 kilobytes per second. 
[0021] In accordance with this embodiment, the ten 

20 broadcast data receivers rl-rlO download data for an 
Operating System (OS) image over the network concur- 
rently, by using the multicast TFTP server. In practice 
the Client r1 supports a slower data transfer rate ma- 
chine than clients r2-r10. However Initially the server 

25 elects client r1 as the master client and upon com- 
mencement a data transfer rate o1 only 40 kilobytes per 
second is being achieved. After 5 seconds the server 
checks the data transfer rate, compares the same with 
the predetennlned transfer rate of 50 kilobytes per sec- 

30 end and detemiines that client r1 is too slow. It then 
stops r1 from continuing as the master client and elects 
client r2 in preference. Client r2 can sustain a data rate 
of 60 kilobytes per second which exceeds the predeter- 
mined data transfer rate and so r2 continues asthe mas- 

35 ter client and thereafter all the other clients continue to 
receive data at the faster rate, and which may include 
client r1 . 

[0022] In one embodiment the server can be provided 
with a memory wherein if a client which Is elected as a 

^0 master client cannot moot the predetermined data trans- 
fer rate, either for the first time or after a number of at- 
tempts, the Identity if that client Is held in memory and 
thereaftertheserverdoes not attempt to elect that client 
as a master client until It is removed from the memory, 

45 if for example, the same Is fixed. Furthemnore if a certain 
proportion of clients identities are found to be held In the 
memory overtime, this will indicate that the network may 
fail as there are no longer sufficient clients available to 
meet the criteria of the predetermined data transfer rate 

50 and so repair work may be required on the network, 
[0023] In a further embodiment the transfer rate for 
each of the clients, when elected as master client, is re- 
corded and stored in the server memory and, when the 
need to elect a master client arises, the server attempt 

55 (o elect as master client the client which has a transfer 
rate, in accordance with the data held in the memory, 
which has the fastest rate of transfer. Typically, if the first 
client which the server attempts to use as master client 
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is not available, ttie server attempts to elect a further 
client from the database and so on in ascending order 
in terms of the client data transfer rates. Typically when 
a client has been elected, the data transfer rate for the 
selected data transfer by that client is entered on the 
database. In ore embodiment the data transfer rate 
wliicli is used can be Ihe last transfer rate or alternatively 
an average transfer rate can be used 
[0024] An example of a further improvement of the in- 
vention Is now described. In this example, the TFn"P 
server s1 is transmitting a TFTP datagram to a specific 
client (e.g. to inform It has been selected as master cli- 
ent). If the TFTP software forthat client is no longer run- 
ning then the networl< software on the client will send 
back an ICMP Port Unreachable message to the server. 
[0025] However usually the networic memory on the 
server does not know to which socket the message 
should be delivered and so the server software is una- 
ware that the error has occurred. 
[0026] However in accordance with the invention, the 
server monitors the ICMP messages received from the 
clients and processes the same so as to identify that the 
TFTP software of a client has failed and that there is no 
point in continuing to try and elect that client as master 
client. Thus the server will ignore that client and elect 
another client without undue delay to the data transfer 
This can continue until a message is received from the 
client to indicate that it has been fixed and is then oper- 
able again. 

[0027] A specific example of this' is now described 
with reference to the accompanying diagram with the 1 0 
broadcast data receivers r1 -rIO connected to the TFTP 
server si In this case r2 has been elected as the master 
client. However during data transfer the TFTP client r3 
falls before client r2 has completed the data transfer. 
[0028] Once client r2 has completed the transfer, the 
TFTP server detects that r3 has not received the data 
and tries to elect client r3 as master client however the 
server receives an ICMP port unreachable message for 
client r3. Thus when the next need to elect a master cli- 
ent arises, the server ignores r3 and immediately moves 
on to elect client r4. Conventionally the server would 
have delayed for a number of seconds as it waited to 
give clieni r3 a chance to respond thus holding up the 
transfer of data for all the other clients 
[0029] Thus the present invention provides a system 
for the control the network which improves the data 
transfer rate throughout the network and overcomes un- 
necessary delays. 



Claims 

1 . A data transfer network comprising a TFTP server 
connected to transfer data to a series of client ap- 
paratus connected to the network and when data is 
to be transferred, one of the clients is designated 
the master client and the speed of requests for data 



from said master cl lent determines the rate of trans- 
fer of the data to all of the clients characterised in 
that the rate of transfer of data to each client when 
elected the master client is monitored and com- 
s pared with a predetermined transfer rate and If, from 
the comparison, il is identified thai the transfer rate 
is longer than the predelennlned data transfer rate, 
the TFTP server elects another client which is avail- 
able, as master client. 

10 

2. A data transfer network according to claim 1 char- 
acterised in that the TFTP server elects a client as 
master client which has shown the fastest rate of 
transfer from the series of clients. 

3. A data transfer network according to claim 1 char- 
acterised in that the predetermined transfer rate Is 
preset as an optimal time for the transfer of a certain 
amount of data. 

20 

4. A data transfer network according to claim 1 char- 
acterised in that the master client is monitored for 
a set period of time to allow comparison with the 
pre-determined transfer rate. 

5. A data transfer network according to claim 1 char- 
acterised in that the transfer rate for each of the 
clients, when elected as master client, is recorded 
over a period of time and stored In a database of 

30 transfer rates, the server using the database so that 
on each occasion the server elects as master client 
the client which shows the fastest rate of transfer in 
the database. 

35 B. A data transfer network according lo claim 5 char- 
acterised in that if the first client which the server 
attempts to use as master client Is not available, the 
server attempts to elect a client from the database 
based on an ascending order of client transfer rates. 

7. A data transfer network according to claim 5 char- 
acterised in that the database is updated on each 
occasion when a client is selected as master client. 

45 8. A data transfer network comprising a TFTP server 
connected to transfer data to a series of client ap- 
paratus connected to the network and when data is 
to be transferred, one of the clients is designated 
as the master client and the speed of requests for 

50 data from said master client determines the rate of 
transfer of the data to all of the clients character- 
ised in that if one or more clients is disabled and 
cannot act as a master client to receive data, this is 
identified by the TFTP sen/er by monitoring network 

55 management messages which identify the disable- 
ment or unavailability of the client and whereupon 
the TFTP server does not attempt to elect the said 
client as master client. 
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A data transfer network according to claim 8 char- 
acterised in that the network includes ICMP serv- 
ers and nnonitors the operation ot the said servers 
to identify those clients which are unavailable or dis- 
abled, and until it identifies that the said client is live s 
once more, will not attempt to elect that client as the 
master client. 
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(54) Improvements to control system for networli servers 



(57) A data transfer network is provided which com- 
prises a TFTP server connected to transfer data to a 
series of client apparatus connected to the network. 
Wfion data is to be transferred, one of the clients is des- 
ignated the master client and Ihe speed ol requests for 
data from the master client determines the rate of trans- 
fer of the data to all of the clients. The rate of transfer of 
data to each client, when elected as the master client, 
is monitored and compared with predetermined transfer 
rates. If from the comparison it is identified that the 



transfer rates is longer tlian that which is required, the 
TITP server elects another client which is available as 
master client. In the event that one of the clients is dis- 
abled and cannot act as a master client to receive data, 
this is identified by the TFTP server by monitoring net- 
work management messages which Identify the disable- 
ment or unavailability of the client. If a client is identified 
as being unavailable or disabled, theTFTP server does 
not attempt to elect the client as master client. 
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A system for election of master clients based on a 
supervision of the transfer rate. 



2. claims: 8-9 



A system for detecting a master client which has failed 
using network management messages. 
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